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Presentation Notes
NEO.  Cuyahoga County has 1.3 million.  Our jurisdiction covers 855,000 across 56 communities. There are approximately 390,000 in Cleveland Proper. 


Topics

e Deliberate contamination:
> Malicious adulteration

e Consequences
 Food defense

e Cuyahoga County Board of
Health food defense work

e Resources
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What kinds of things will we set the table with? Low likelihood, high impact.  However, raised profile does increase the likelihood of an attack.,


Food Safety Program

» License and inspect >4,500 facllities:
restaurants, hospitals grocery stores, gas
stations, jails, assisted living....

» Assess: Recelving, storage, thawing,

prepping/cooking, cross-contamination,
hygienic practices, pest control, plumbing,
worker food safety knowledge

» Goal Is to prevent foodborne illness from
accidental biological, physical and
chemical contamination...




What is Deliberate Contamination?

« NOT accidental food contamination,
which may occur during handling:
— Cross-contamination (raw vs. ready-to-eat),
— Cross-contact
— Not washing hands (Noro virus)
— Addressed by tradition food safety inspections

 The difference is intent:
— Contaminating to maximize financial gain
— Contaminating to harm consumers




Malicious Adulteration

Conscious attempt to
cause harm to
consumer by adding
contaminant(s) to
food

May look like an
accident
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GTD=Global Terrorism Database.     Here are some malicious adulteration events that went beyond threats.  Law enforcement must be involved.  If perpetrators are unidentified, requires resources beyond normal capabilities, as public and food industry demands swift resolution.  Can permanently damage reputation of food industry and government.  Total attacks represent the potential for some growth if terrorists change tactics.  751  people became ill. Visited 10 restaurants with buffets and sprayed Salmonella typhi within 1 year 9 out of 10 were OOB.  Caused the local economy to disrupt.

Responding stretches resources beyond traditional outbreaks.


Malicious Adulteration

It only takes seconds to contaminate food,
but the damage may be permanent!
* Physical « Allergens

— Sharps — Peanuts
— Bones — Wheat

— Broken glass

e Chemical * Biological
— Pesticides/poisons — Bacteria
— Solvents — Viruses

— Mercury — Parasites
— Industrial oll

All hard to detect; prevention is key
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Part of this is having a good illness exclusion policy.  Not a part of traditional food safety.  Harder to point the finger at someone if they add a bone…looks like an accident.

At the retail level, the basic intent is to cause injury or death to the consumer



Who Would Deliberately Contaminate?

Motivations?

« Anger over national,
business, or personal
differences
Economic disruption
Public fear
Permanent brand
damage
Revenge
Harm to others

Profit*
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We’ll have examples of all of these today.  Gives you a bit of insight before we get into their minds. More common than you may think, and we’ll talk about that more as the day continues.


Lone Wolf Terrorism
Growing concern for soft targets, such as
retaill food businesses

Wide variety of backgrounds: political,
religious, cultural

Wide-ranging attacks: assassinations,
anthrax, bombings, food contamination,
mass shootings

Online indoctrination
Difficult to track
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“| for the life of me, cannot
understand why the
terrorists have not attacked
our food supply because it

IS SO easy to do.”

—Tommy Thompson, former HHS
secretary, 2004

The U.S. government has declared the food and
agriculture sector to be one of 16 critical national
infrastructures vulnerable to intentional attack.




Warning Signs: Malicious Adulteration

--External Actors-- --Internal Actors--

Taking photos/video, notes Disgruntled & fixated

Unauthorized entry of non- Working irregular hours
public areas Entering areas outside of
Avoidance- of other shoppers  theijr responsibility

and store personnel for
privacy

Lingering around or handling
food without purchasing

Adding “stock”

Stalking or fixation on
employee

o Stalking or fixation on
another employee




Just Imagine — What if?

People are lill, injured, or even dying
Your store becomes a crime scene

Your company name and products are
Involved

A recall Is Initiated
Jobs are lost

he brand’s reputation is permanently
damaged
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It’s happened before.  This isn’t chicken little stuff.


Malicious Adulteration

e 1984-Dalles, Oregon

-Rajneeshee cult group deliberately
contaminated salad bars in 10 restaurants to
Incapacitate voting population

—90% of restaurants
OOB ~1 year

e Total of 751 consumers ill with
Salmonellosis, no fatalities
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Wanted two of three seats in Circuit Court


Malicious Adulteration

¢ 2009 Lenexa, Kansas
*“Mi Ranchito”

* Methomyl (pesticide)-
contaminated salsa

* Revenge-motivated
48 Diners victimized

*Nausea, cramps, chest

«~$250,000 lost income
for restaurant

e Sentence: 10 years
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Poisoned on two separate occasions. Lost his job, blamed owner for that and car being stolen.
Girlfriend was waitress who twice poisoned salsa batches.  She received 87 months in prison; little over 7 years.
Charged with conspiracy


®)
Germany Poison Sandwich Scare: 25 Hospitalized
Preemptively After Rat Poison Found In Food

AP

Palestinian Terrorists Inject Mercury into Israeli
Oranges; 5 Dutch Children Poisoned After Eating

an. Woman Sentenced For Poisoning Salsa At Lenexa Restaurant

China dairy products found tainted with

melamine v 2
DQJuIy201O Asia-Pacifi Dal ‘v al

Lom

Terrorists ‘could lace British
food with poison': Government's
terrifying warning to
supermarkets

By DAILY MAIL REPORTER
UPDATED: 09:48 EST, 5 June 2011
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365 cases since 1950, but look at that trend recently…


Malicious Adulteration

 Three components are necessary for
malicious adulteration:

1. The aggressor
2. Routes of gaining access to food
3. Food endangering pathogens or poisons

—We have the most control over #2
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The aggressor may be a disgruntled employee, competitor, or agent working for a terrorist organization.


Why did Greater

Cleveland have
extra concerns

about malicious
adulteration?

 Known suspicious activity (2011)
 Republican National Convention
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Cleveland-Akron-Canton


Why Food Defense?
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So why should we be concerned?


Cuyahoga Co. Food Defense Need &
Initial Response

Several complaints about “new”
Inspectors in our jurisdiction

Malicious adulteration concerns

W.A.R.N. message sent to
operators

Researched threat and incidents

* Applied for, & awarded FDA “Food
Defense” grant, 2012




What I1s Food Defense?

e Activities associated
with protecting the
nation's food supply
from deliberate
contamination (FDA)

Involves lowering
thresholds for response

Essential in food
Industry’s “trio of
responsibilities” (post
9/11)




