
Known Food Defense Weaknesses

• Not part of traditional food safety 
inspection process

• Limited food defense training opportunities
• Operators not challenging unfamiliar 

persons for identification
• Security vs. courtesy



2012 Vulnerability Field Study
• Imitated imposter inspectors
• Covert “intrusion” test 
• Non-public entrances
• Unfamiliar inspectors
• No Visible ID
• 24 sites: restaurant institutional, grocery
• Local law enforcement informed 
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2013 Field Vulnerability Study

Documented on survey:
• Access to non-public areas?
• Were we asked to identify ourselves?
• Were we escorted?
• How long did we spend unidentified in 

non-public areas?
Reviewed results with Gen. Mgr.



2013 Vulnerability Field Study
• Only 1 food facility asked for formal I.D. badge
• Not a single grocery or restaurant asked for 

formal I.D.
• Approximately 530 “covert” total (Almost 9 hrs) in 

non-public areas: Potential opportunities for 
contamination.

• Only 2 of 24 facilities had all non-public exterior 
entrances secured

• Only 1 grocery had a formal food defense plan
• Never escorted
• Results anonymous

Presenter
Presentation Notes
Please keep this information to yourselves. Institutional asked prior to entering non-public area.  We were able to enter at least 1 non-public exterior entrance.



Workshops
• Held 2 workshops (east and west)
• 218 retail food industry attendees
• Presented findings
• Brainstormed easy, low cost solutions to 

address weaknesses
• Attendees received flash drive with info



2013 Lessons Learned (Response)
• Post large signs stating that all visitors to non- public 

areas are required to sign-in and obtain a visitor’s 
badge

• Empower employees stop unfamiliar person(s) and 
escort to management for I.D./verification

• Call the Health Dept. (or other) for verification
• Manager or employee escort…
• Secure non-public exterior doors (self-

closing/locking) 
• Always report suspicious behavior
• CCBH should include food defense in trainings

Presenter
Presentation Notes
How to response



Protecting the Food Supply
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Held two food defense work shops.  Posted on website.  Part of our Annual Education Conference, Person-in-Charge classes and ServSafe.  A



Republican National Convention 
(RNC)

• Created additional malicious adulteration 
concerns, as terrorism is often politically 
motivated

• >50,000 visitors
• Attract attention-seekers…
• An act of terrorism (including one involving 

the retail food supply) could redirect 
international attention from RNC to 
attackers’ cause



MI Grocery Malicious Adulteration
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Integrated Food Defense
• Goal: food defense 

integration:
• Board of Health 

food protection 
program

• Supermarket chain 
operations

• 2015/16 Grant Support
• Vulnerability 

assessments during 
routine inspections

• Print food defense 
toolkits to address 
findings & provide 
training

• Post – toolkit 
assessments
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Why Grocery Chain Stores? 
More Opportunities!

• Large batches of uniformly mixed food
• Access: buffets, bulk, produce, meat
• Grocers provide the common food supply for 

almost everyone
– 54 Large grocery stores, >1,375,000 ft2 of 

floor space
• Rapid integration within chains
• Easy to get lost in the shuffle, add products
• Products that reach key demographics
• Pillars of the economy
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2015/16 Field Assessment Approach
• 12 Large grocery chain stores 
• 54 Total stores in jurisdiction
• Integrated with routine inspections
• Unfamiliar inspector enters through public door, 

check in, with no visible ID
• Did not have to inform police prior to each 
• Won’t interrupt routine inspection
• Specific ID verification tiers
• More policy-focused, based on FDA FD   

mitigation strategies database
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2015/16 First Round Surveys
During Check-in
• Identification requested: 5
• Closely Examined: 2
• Identification verified: 0
During Inspection
• Identification requested: 5
• Identification closely examined: 3
• Identification verified: 0
→One Grocery store requested ID during check-in         
AND during inspection
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Preliminary Results

• 42 of 54 facilities 
escorted 
inspector 

• 28 escorted 
during 100% of 
inspection

• 1 door propped 
open

• Marked 
improvements from 
2012!



2015/16

Mean = 56%



Next Steps
• Print food defense toolkits
• Field interventions with targeted 

education, food defense toolkits, prior
to RNC (intervention)

• Post-toolkit integration field surveys
• Comparison of pre/post results



Intervention (Our Response)
• Occurred between surveys, before RNC
• Forty-five days to complete in 54 stores
• FD toolkit (policies, mitigation strategies, 

signs) distribution to raise awareness
• Reviewed materials with store manager
• Reinforced policies with employees 

(targeted education)
• Posted placards with store manager


